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Abstract—A data-agnostic approach to automated problem (fault
or change) root cause determination in complex IT systems based
on monitoring and anomaly event data correlation is developed.
It also includes a framework for identification of bottlenecks and
black swan type issues in IT infrastructures. The relevant
anomaly event correlation engine (AECE) is designed,
prototyped, and successfully applied to data from real
environments. This approach is based on a historical analysis of
abnormality events (obtained by application of an IT manage-
ment analytics) with their probabilistic correlations. The general
theory that applies information measures between the random
variables embodying those events is described and a particular
scenario is discussed. The method is capable in detecting origins
of problems and generating real-time recommendations for their
locations in a hierarchical system. Moreover, it allows localizing
the bottleneck IT resources which are persisting causes of
historical problems. The black swan type events are shown to be
retrospectively identified and used in their risk estimation on-
line. The technology and algorithms are based on statistical
processing of virtual directed graphs produced from historical
anomaly events.
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l. INTRODUCTION AND RELATED WORK

Modern economies and business services are running on
complex, dynamic, and heterogeneous Information Techno-
logy (IT) infrastructures. This is the reason that the past
generation rule-based and static diagnostic tools and methods
that are designed to maintain the “health” of those systems,
and hence protect the underlying business processes from
impacts of their environments, become outdated and useless.
Furthermore, managing today’s IT systems becomes an
increasingly complicated problem if we take into account the
deployment of rapidly growing cloud computing services and
virtualized environments.

Automated anomaly detection and related problem root
cause (RC) localization in 1T-based business processes is an
extremely important technological challenge. In such dynamic
environments this results in usage of statistical inference

models. Bayesian networks are widely used (see [1]-[3] and
references therein) for such and many different inference
applications, however, with exponential complexity in
network’s tree-width. Interactive models such as in [4] for
incremental improvement of diagnosis do not allow complete
automation of the management solutions and self-healing
capabilities that adaptively learn and update system
knowledge and react to environmental changes adequately.

The goal of the current IT management area is
development of models, methods, and apparatus for estimation
of dynamic performance normalcy of systems, their
abnormality detection and control (which include mishehaving
RC determination), bottleneck identification, change point
detection, and other analytical capabilities.

The first step towards adaptive and universal solutions to
the above mentioned problems provides measuring the
business and its IT performance metrics (such as on-line users
count and application response time) and thus creating the
“data image” of the system containing of devices, applications,
and operating systems. Nowadays the quantitative monitoring
of IT networks and data collection for the whole system in
terms of various metrics (time series) is a common practice.
The next stage and the main technological and scientific
challenge is knowledge mining from reservoirs of measured
data and its proactive application in fault management of
systems. New mathematical/statistical methods and tools are
needed to turn this data storage into real value for performance
management of those systems. The latter includes a
retrospective analysis of collected time series data and on-line
decision making schemes based on that analysis. In this
context, the identification of network faults and slow-downs,
as well as their precursor’s detection is the goal of those
statistical tools.

Determination of a potential RC when IT systems are
misbehaving is the primary solution our method and the
corresponding engine provide. It can also identify potential
critical abnormality patterns in IT infrastructures. The study
relies on statistical modeling of abnormality events life-times
and their correlation in those infrastructures. At the same time,
it does not assume a contextual knowledge of systems or
applications running in networks. In comparison with existing



approaches we adopt a totally data-driven approach that allows
handling a large volume of fault events and produce
recommendations for highly probable root events and
associated IT resources responsible for the out-of-normal
situations. Other algorithms in this field (such as [4]) rely on
heavy utilization of rules and topology knowledge of the
applications or systems to enable effective recommendations
for root problems identification and localization.

The methodology employed here relies on information
measures applied on the system abnormality events space to
create historical recommendation lists of components
(resources) for identification/localization of RC’s of mal-
functions in the past. The current active events are then
mapped into those historical lists to create active
recommendations. What this algorithm produces is a set of RC
lists rank ordered based on a computed “likelihood index”
which identifies the most probable RC event in the generated
list and the whole events space. It is assumed that we have no
knowledge of casual and other relationships in the
environment. However, if the system topology information is
available, it can be used to achieve a more contextual
recommendation.

Here we treat also two other problems: system bottleneck
identification and black swan type events risk estimation.

Bottleneck identification is critical for improving the
resources which are hindering the functioning of networks in
long term perspectives and are hidden in the whole anomaly
history of those systems. Hence their localization and redesign
in large infrastructures prevent further causes of serious
impacts on the system performance or lower their probability.

The second problem we consider is on-line estimation of
risk of black swan type events [5] which are extremely rare in
occurrence, however very high in potential to destroy the
system or bring a significant influence on its functioning. This
can be done also based on the analysis of past behavior of the
system being monitored and its projection onto present with
highly probable scenarios.

As mentioned, for our analysis we use the anomaly events
historically produced on IT resources under monitoring and
abnormality control. An example of such an analytics and
software engine is the VMware vCenter Operations Manager
that constructs/recognizes the normal behavioral patterns of
various IT resources and alarms on “out-0f-normal” situations
in the system via dynamic process control or thresholding.
This is a technology that implements sophisticated statistical
analysis for predicting the normalcy ranges of monitored data
based on its category, variability, change point occurrence,
and cyclicality. The reference [6] is an example of such a
dynamic thresholding algorithm. Figure 1 illustrates a metric
within predicted dynamic thresholds (DT) and illustrates the
misbehaving areas subject to alarming as anomalies.

The correlation method adopted here is parametric,
statistically counting for life times of DT-based anomaly
events. Similar event correlation method that is non-
parametric and also applicable beyond IT sphere is studied in
[7] in the context of pattern detection in semi-structured data
such as log files.

Event correlation techniques have been used over past two
and half decades as a principle tool for integrated management
in networks in terms of detection causes of performance
problems. The paper by Martin-Flatin et al [8] surveys the
evolution of those techniques and challenges need to be
addressed in design of systems and algorithms for modern,
ever complex and tightly integrated networks. An early event
correlation model, strictly deterministic, aimed at improving
telecommunications networks surveillance and fault diagnosis
is introduced by Jakobson and Weissman [9] (see also
references therein). Its conceptual framework relies on, in
particular, network topology. The systems designed within this
kind of frameworks substantially restrict their applicability in
fuzzy environments with growing capacities and depth
requiring scalability and universality. On the other hand, a
uniform framework employing casual correlation codebook
formalism (problem is an encoded alarm set with decoding to
identify the original problem) for network management is
proposed by Kliger et al [10]. The codebook approach does
not quickly adapt to changes in network configuration. An
extended, single, rigorous, and conceptual framework for
casual and temporal correlations was introduced by Hasan et
al in [11].

In the context of the related work discussion above, the
current research belongs to the temporal correlation
framework. At the same time, we consider a general and
universal abstraction of anomaly events that are not network-
inherent with a defined collection of fault indications, but a
statistically inferred dynamic normalcy range violations of IT
resources indicating change against the system historically
“representative” behavior. Those dynamic ranges are obtained
by self-tunable learning from monitoring data. In other words,
in this way we introduce the highest possible degree of
generality  (fuzziness) in alarm  correlation theory
independently of any physical context, system topology, or
expert knowledge inserted in causality relationships.
Moreover, in our interpretation, a problem (fault or change) in
an IT system is a bundle of alarms or statistical anomaly
events that need to be depressed (or warned, learned, and
estimated its impact if it is a change not necessarily yielding a
malfunction) in an efficient manner, proactively preventing
potential regression of a system state into a serious
performance issue. It means that the shortest way to achieve
the run-time problem elimination is inferring the root cause
alarms with their high-to-low “ratings” to follow in system
stabilization/recovery. These definitions encompass the
models studied in prior related works. Our framework implies
also that any infrastructural transformation, evolution, or
variations in the background physical flows within the system,
dynamically (statistically) updates the alarm correlations

As soon as the DT’s are historically constructed
(recognized) for an IT process under monitoring, they can be
projected into the future as prediction for time-based normalcy
ranges. Any data point appearing above or below those
thresholds (or, alternatively, a series of points consecutively
staying at out-of-ranges) is an abnormality event that can be
characterized by an ID triple: {Resource ID, Attribute ID,



Symptom ID}. Under Resource ID we interpret any IT
resource such as server, computer, etc. The Attribute 1D
identifies a specific process (metric, time-series) monitored for
that resource (such as CPU, memory, active user count, etc.).
The Symptom ID specifies the abnormality character detected
at that metric (such as DT above or below).
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Figure 1. Anomaly detection via dynamic ranges.

The basic layer for this study and our general Anomaly
Event Correlation Engine (AECE) is the construction of IT
event correlation model (Section 2) which we employ to
recognize the historical RC’s of past abnormality situations in
IT systems. (This is a methodology with less complexity
compared with the approaches adopted in the works [1]-[3]). It
allows introducing a graph representation for those events with
probabilistic interpretations (topic of Section 3). Section 4
introduces the principles of statistical elaboration of the graph
and demonstrates the algorithm behind our RC analyzer. It
results in bottleneck identification and black swan risk
estimation capabilities in Sections 5-6. Notes on experimental
results are made in Section 7 and the paper’s conclusion is
included in Section 8.

II.  MODELING ANOMALY EVENTS

We analyze the historically detected abnormality events
accumulated (for a training period of several weeks) in result
of execution of the DT management technique explained in
Section 1 and try to observe correlations between their pairs
within time proximity. Those correlations we present in form
of a probabilistic directed graph. The nodes of the graph stand
for the events and the directed connections between two nodes
represent the conditional probabilities of event pairs. In
general the conditional probability of an event pair (Ej, E;) can
be computed by dividing the joint probability of the two
events by the prior probability of event E;:

P(E; Ej|a,At)

P(Ej|E; a,At) = P

where At is the span of time where events i and j are
considered to be coincident; a represents a function of the
event life-times; P(E;, Ej|a,At) is the joint probability of
events i and j; and P(E;|a) is the prior probability of event i.

For simplicity we will omit the parameters At and « in the
notations of probabilities. For joint probabilities we’ll use also
the notation

P; = P(E; Ej|a, At).

The function a can be computed by an appropriate
modeling of event life-times. This is accomplished by
representing a typical event life-time as a log-normal
distribution:
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where t is the time from the start to the end of the event, ¢’ is
the standard definition of the log-normal distribution.
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which can be interpreted as the probability of the logarithm of
time to be less than t,. Rewriting the integral we get:
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The effectiveness of the assumption of log-normal
behavior for the event life-time distribution is shown in Figure
2. The two graphs in Figure 2 show the cumulative dis-
tribution of the actual alert life-times vs. the log-normal distri-
bution for two typical IT infrastructure events. These two
images are very representative of the various observed events
data in real IT environments.

Once the events and the conditional probabilities are
known for a system, the graph can be constructed as shown in
Figure 3. Here all the connections are bidirectional and on the
edges the joint probabilities are indicated.

The graph represents the initial probabilistic correlation
structure of system anomaly events. The next natural task is to



reduce this graph in a way to preserve all the important aspects
while reducing the total number of variables that have to be

dealt with.
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Figure 2. Events lifetimes vs. the log-normal distribution.

Figure 3. A graph of events with probability connections.
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The initial graph representing the IT infrastructure events
can be of very high complexity. Therefore, we aim to make a
reduction of that complexity through elimination of low
correlations which are not able to significantly lessen the main
information volume contained in the system/graph.

The graph reduction can be accomplished by computing
the mutual information [12] contained in correlation between
two different events representing random variables:

P(E E; )
I(E;E}) = Z P(E;, ;) log———L)
Lm

INFORMATION MEASURES

P(Ey,)P(Ej,)

where indices [ and m indicate particular realizations of events

E; and Ej, respectively. This shows that two events within our

model contain the following mutual information:

P(E;, E})

I(Ej; E;) =log————7r
(i B1) = Vo8 By ey

In the latter form it is a measure of independence for the
random realizations E; and E;.

Note that the mutual information is commutative:

I(E;; E;) = 1(Ej; Ey).

To weigh the impact of a random variable event E; on a set
(neighborhood) of correlated events

El(l)i El(z): ey El(Nl)

represented by

N;
Eis E] UEi(n)
n=1

the conditional entropy measure can be applied:

H(E7|E) = — P(E;, E7)log P(E7|E)
E;i(1),Ei(2),..E;(Ny)

where P(E;, E}) and P(Ef|E;) are the corresponding joint and
conditional probability distributions for the events E; and E},
respectively.

When coming back to the events modeled in Section II,
then the following impact formula weighs the risk of an event
E; together with its influence on a set of correlated events

Fi(E) = P(E) ) P(E(MIE)

where
N;
P(E;(M)IE})
=1
can be interpreted as a “probability flow” from E;, embracing
both the strength of outgoing connections and their coverage.
To the leaf nodes we assign a zero impact.



Note that the impact F; (E;) does not comprise distant graph
connections from E;, hence quantifying the first order impact.
Therefore, we can extend our theory to also include
hierarchical impact calculation of nodes. This concerns the case
when the events are presumably correlated indirectly, within At
time window, but also intermediately, within a larger time span
(hAt) defined by a multiple of At. In such a scenario, to E; a
hierarchical impact factor F,(E;) is assigned that can be
recursively computed over the graph bottom to top in the
following way:

Fo(E) = Fp_1(E) + 3ty Fp_1(Ei(n)), h = 2.

where F;, (E;) is the h-order impact factor of E;. For simplicity,
we will only reference the first order impact factor omitting the
order index h.

IV. THERC ANALYZER

Flowchart 1 shows the architecture of the graph-based
Root Cause Analyzer (RCA) we apply to obtain run-time
problem RC recommendations based on historical events
correlation analysis. Therefore, the RC algorithm consists of
historic and active modes. To produce an online RC recom-
mendation for a situation with ongoing active alarms that
significantly degrade the system’s health (estimated by the
basic IT management engine), an automatic wake-up of the
active mode is foreseen. Alternatively, the run-time RCA can
be executed by the user’s interaction at any scenario of
anomaly events to get the corresponding list of provocative
events and associated resources for problem(s) removal.

The particular blocks of the RCA are described in details
below.

Flowchart 1. Main blocks of RCA.

Root Cause Analyzer (RCA) \

| Creating Directed Graph |

| Selecting Active Alarms |

l

| Mutual Information Test |

!

| Separation into Subgraphs |

Mapping Active Alarms |

Runtime RC Recommendation List

1

1) Correlation graph establishment. Based on the
available probability distributions, we generate the directed
graph of system anomaly events (Figure 3 depicts a complete
graph of pair-wise correlations with joint probabilities P;; on

edges). Additionally, we filter out those conditional
probabilities P(E;|E;) which are obtained artificially without
any evidence of E; preceding E;.

2) Graph reduction (with statistically derived parameters
At and A™). Assume a user defined parameter ¢ € [0,1] which
regulates the sensitivity of graph reduction. It allows the user
to introduce a control on tradeoff between the complexity and
accuracy of the analysis. Compute the mutual information for
each pair (i,j) and classify those values according to their
signs. Let Qd,s and Qg ,5 be the 0.25 and 0.75-quantiles of
positives, with similar notations for negative data set. The
algorithm performs a graph reduction by eliminating
“unessential” correlation edges, applying the whiskers model,
where the inter-quartile range Qf,s — Q4,5 is an important
criterion. Namely, if

I1(E;; E;) < A*

for

I(E;E;) =0
or

I(E;E;) > A
for

I(E;E) <0

then the edge connecting the node i to j is eliminated, where
A* and A~ are defined by the formulas

A*= Qg5 — (0.5 + €)(Q575 — Qazs)
A= Q575 + (0.5 4+ )(Qg75 — Qo2s)-

Figure 4 illustrates (dash-lined) the edges which are
removable according to the above conditions.

In Figure 5 another example is given, where the reduction
results in a loss of graph adjacency. The algorithm proceeds
with its strategy differently, depending on whether the
situation in Figure 4 or in Figure 5 has occurred.

3) Graph connectivity test. This test can be done by an
algorithm on the adjacency matrix A(i,j) of the graph
(A(i,j) =1 ifi-th and j-th nodes are connected, otherwise
A(i,j) = 0). For this we can apply a bit-wise OR algorithm to
the rows of this matrix described in [13]. Then we need to
identify each sub-graph. That can be done applying a flood fill
coloring algorithm (for its classical version in terms of graphs
see the book by Skiena [14]). Next, filter out the nodes which
are left without neighbors.

4) Computing impact factors of events. For each node E;
in the reduced graph calculate F(E;) (for simplicity denoting it
by F (i), conventionally calling it “impact factor” of E; on its
neighbor nodes) such that all the conditional probabilities
P(E;(m)|E;), n =1,N, exist. Arrange them in decreasing
order. If the test against connectivity is negative, then repeat
step 4 for all sub-graphs in produced unconnected graph. In



the general case of RC events apply step 2 and arrange the
nodes according to decreasing order of the entropies/flows.
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Figure 4. Graph with negligible edges.

5) Obtaining historical list(s) of recommendations.
Arrange the nodes in succession of impact factors obtained in
step 4. If the test against adjacency is negative, perform the
arrangement for every separate sub-graph. Applying prioriti-
zation it is possible to order those lists as well. For example,
taking the sub-graph with maximum nodes (“the most wide-
penetrable area for a RC”) and put its recommendation list in
the first position in the general recommendation. Equal-size
sub-graphs are prioritized according to their “weights”,
namely, sum of prior probabilities of the nodes comprising the
sub-graphs (see step 6). For final construction of historical
recommendations, in each sub-list a further filtering is applied
to remove the nodes which are left without descendants, i.e.,
without conditional probabilities which condition on those
nodes. Moreover, a user defined parameter is provided to
control the number of displayable recommendation sub-lists
subject to cardinality criterion.

6) Relative Recommendation Index (RRI) computation.
To show the relative “strength” of a recommendation relative
to the top element of the recommendation list (with highest
index being 100), to each i-th node underneath an index is
assigned with values computed by the formula:

F(1) — F(i)
F(1)

It is evident that RRI(i) € (0,100]. To reduce the ultimate
displayable recommendation list, a user-defined parameter is
set to a value between 0 and 100. It indicates the set of nodes
which have RRI above that value.

7) Lists arrangement subject to List Relative Rank
(LRR). In analogy with step 6, the separate recommendation
lists are also subject to ordering via an index which is called
LRR. That rank is defined by the “probabilistic weight” of the
corresponding sub-graph. That is the sum of prior probabilities
of sub-graph’s vertices (events). Let V; be the set of vertices v
of the [-th sub-graph or list (among obtained L lists). The
weight of V; is measured as follows:

W) = Z P(v).

RRI(i) = 100 — 100, i > 1.
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Figure 5. Example of connectivity loss.

Similar to RRI computation, those weights are converted into
LRR’s. Suppose that they are already indexed in their
decreasing order, so W (V;) is the maximum. Then we assign:

LRR(V,) & 100



W) - W) -
Wwo, l=2L.

LRR(V})) & 100 —
Evidently,
LRR(V;) € (0,100] for every l.

8) Active events mapping and displaying the final
recommendations. In each historical list, indicate those
recommendations which correspond to the current active
events (here denoted by a; s for the I-th list (from L) doubly
indexed with s =1,...,5;). Apply the RRI computation
method in step 6 to them for each list and display the result as
a final recommendation list for on-line RC check. However,
the positions for active resources are re-computed according to
the “probability flow” and listed in decreasing order. Namely,

first calculate the following flows
Nis

F(ay) = Z P(ays(m)]ays)

for each active node from each list, where a, ;(n) denotes the
n-th neighbor of a; ; among a ;.
Let for each [ the numbers F(al,s) be already indexed
(by s) in their decreasing order. Now apply the RRI technique:
RRI(a;;) = 100

F(ay,) — F(ay)

100
F(alll)

RRI(a;5) = 100 —

wheres =2,..,5,l=1, ..., L.

9) Impacted resources display. For each recommendation
line, a sub-list can be attached with the impacted (by that
event) resources. For each recommendation node, separate
those neighbors which are end points of the arrows coming
from that node and list them in decreasing order of corres-
ponding conditional probabilities. Then apply the RRI
technique of step 6 on those conditional probabilities to further
organize the list of impacted resources.

V. BOTTLENECK ANALYZER

The bottleneck is a network component or group of compo-
nents (resources) with significant and permanent impact on the
network.

We define a bottleneck as a resource(s) with persisting
presence in network failures, highly recommendable in
historic recommendation lists, and largely deviating from the
rest of resources in its RRI.

In this context, a correlation graph-based Bottleneck
Analyzer is designed to optimize the users’ efforts in
bottlenecks localization/identification and removal. It
automatically produces a guide in form of a recommendation
list for the user to advice the most probable bottleneck
resources. If the bottleneck is not unique, then it recognizes
separable origins resulting in several recommendation lists.
The module can be configured to give recommendations on
different hierarchical levels of the system topology. Each
recommendation in a list is positioned according to its
likelihood or RRI. The latter shows how much the
recommendation deviates from the top one in its confidence.

In case of multiple bottlenecks, the respective parallel recom-
mendation lists are prioritized according to their LRR’s.
Flowchart 1 resumes the main blocks of this algorithm.

Table | shows an example of bottleneck generating
resources. In this case the impact generating areas are isolable
and hence potential RC’s are separable. Detected bottlenecks
are marked by bold and red. Their RRI’s deviate largely from
the rest of resources in the same list. In the third sub-list the
absence of the bottleneck is due to the closeness of the RRI’s.
In the fourth sub-list the absence of the bottleneck is due to the
shortness of the list. The resource ID’s are associated with the
events they generate. Here the sub-lists and resources with low
LRR’s and RRI’s, respectively, are not included into the table.
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TABLE |. BOTTLENECKS IDENTIFIED IN HISTORIC RL’S.

Sub-List N LRR Resource RRI
1 100 27 100
26 99

17 98

18 20

8 18

11 18

25 18

2 90.2 14 100
24 56

15 55

10 40

32 40




33 39
3 40.7 12 100
29 99
23 98
9 98
13 97
22 97
4 21.9 28 100
19 50

VI. CRITICALITY PATTERNS AND BLACK SWANS

Graph-based modeling and analysis of anomaly events
enables additional automation capabilities in terms of pro-
active fault management in IT environments. There are graph
patterns (nodes, paths, and sectors) that constitute important
criticality structures showing different scenarios of failure
propagation. To instrument the AECE with this pattern
detection functionality, we designed a Critical Component
Analyzer (CCA) to categorize and reveal critical nodes,
connections, and sectors in the system. It operates in two
modes: historic and active. The historical analysis identifies
those criticality patterns and produces related categorizations
for the past events data. In the active mode, the algorithm
performs a mapping of current alarms set into the “historical
picture” and indicates the risk of run-time criticalities.

We define the following categories of criticality as graph
patterns, where the idea of second and higher order impacts
play an important role in terms of fault propagation:

e Critical Node is a node that has prior probability that is
equal to or greater than the value of an upper threshold
(see nodes B, G, K and P in Figure 6 for upper threshold
=0.9).

e Root is a node that has no “incoming” arrow, in other
words, it is historically an impacting-only resource (see
node D in Figure 6).

o Critical Path is a sequence of impacting nodes with ex-
tremely high conditional probabilities on the connections
(see the path BRSTU in Figure 6).

e Extreme Path is a Critical Path with nodes that have prior
probability that is equal to or greater than the value of an
upper threshold (see the path HBAO in Figure 6 where
the upper threshold is equal to, say, 0.7). Note that in the
active mode the Critical and Extreme Paths are an
appropriate source of predictions).

e A Critical Sector of some magnitude M (defined by its
nodes volume or percentage) is a connected sub-graph
with the joint probability connections all higher than
some value.

There is another category of event systems that is classified
under the concept of Black Swans discussed in the next
subsection.

The above mentioned patterns are detected, in particular, for
log event data [7].

A. Black Swan Type Events

We define the Black Swan as a graph node which has very low
prior probability, but extremely high impacting ability on a
large set of neighbors (see Figure 6). Then we define the
concept of the black swan type event. The Black Swan Event is
a set of black swan nodes that in terms of significant impact
covers a large set/sector of nodes. Actually the black swan
event is a class of rare events that inevitably leads to a system
crash.

Figure 6. Criticality patterns in a directed graph.

A correlation graph-based Black Swan Analyzer is
designed for revealing black swan type events in the system
and on-line calculation of black swan risk. Given the above
definitions, the main steps of the algorithm are the detection of
black swan nodes and then the black swan events.

Step 1. Black Swan Node determination. Formally, the
black swan node is a node that has a small prior probability
and large number of strong outgoing connections. In other
words, it is a rare event-node with extremely high impacting
ability on the neighbors in problematic situations. Simple
queries can identify those nodes in the graph.

Step Il. Black Swan Event determination. The Black
Swan Event is a set of black swan nodes which with high
conditional probabilities influence on a predefined area of the
system or nodes. In Figure 6 two BSNs (J and D) impact 72%
of the system (green nodes). A simple check identifies whether
the black swan nodes constitute a black swan event.

The above two steps belong to the historical part of
analysis of the network. In online mode, it is always important
to evaluate the risk of a black swan type event based on a
registered set of abnormality alerts.

Step I11. Black Swan Risk estimation. This kind of risk
evaluation starts by matching the active alarms with the black
swan nodes. Every black swan node contributes to the risk
estimate based on its impact (a weighted coefficient) on the
neighbors. In particular, 100% risk means that all black swan
nodes have active alarms and it will probably lead to the



system crash based on the high impact that such nodes have on
the neighbors.

Flowchart 2 shows the main components of this analyzer
with indication of historic and active working modes. The
active mode is executed when we start to follow the run-time
status of an IT resource collection (container).

Flowchart 2. Black swan detection and risk estimation.
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The quantification of the black swan risk (BSR) varying
from 0 to 100 is performed as follows. Let the black swan
event is determined by the black swan nodes that cover C% (a
threshold) of the graph. In on-line mode, if at the time moment
T the black swan nodes impact/cover R% of those C% of
nodes, then the black swan risk Rys as a function of T is

Rps(T) = R%.
Based on this analysis the management system can alert on
high black swan risks for particular system containers as
Flowchart 2 shows.

VIl. ONEXPERIMENTAL RESULTS

The RC detection algorithm was successfully tested on data
sets of several online banking companies with very complex
IT infrastructures. Explicit presentation of numerical results
might contain some sensitive information to those companies.
Therefore, we’ll discuss some common and abstract aspects of
those outcomes.

The experimental set-up was focused on the data centers of
those companies with a retrospective application of the vC
Ops analytics to their IT resource metrics and relevant
anomaly events processing. The experimental time span was
chosen appropriately to involve the most “painful” (implying
revenue and business impact) to those companies and their
customers’ out-of-service dates and prior period of DT alarms
to have enough statistics. The reasons implied those “outage
dates” were detected by manual intervention of the IT
administrators  with substantial investment in system

remediation. Given this side information, the aim of our
experiments was to retrospectively deduce the root causes that
we would recommend run-time on those critical outages (with
application of our engine at those infrastructures) and compare
them with ones mined by the customers alternatively (non-
automated, time and effort consuming manner).

In all cases, the historical causes of system crashes were
indicated within the top (1% to 3) positions of on-line
recommendation lists. The qualitative aspect of this fact is that
the historically most impact generation IT resources were the
causes of real-time system outages. It means also that the
impact computation graph-based method introduced here is a
practically efficient tool to deploy it broadly.

In those experiments, only the first order impact was used
to obtain the ranked list of historical and active RC lists. This
fact interestingly shows that even for deeply sophisticated
infrastructures the RC identification can be achieved by a
naive (simplest) impact quantifying formula. Moreover, that
quantification has the lowest possible complexity in terms of
the impact computation for each graph node that is a recursive
process for the higher order factors.

Table Il illustrates a typical recommendation list for
prediction of RC’s (in this case isolable) of a system
abnormality. The resource ID’s are associated with the events
they generate.

At the same time this table is a fragment of results from real
experiments on abnormality events (DT violations) generated
by our IT management module for an online business
infrastructure. Our methodology was able to correctly indicate
the causes of a system down for a day that significantly
impacted the company’s business and its users’ activities.
Here the sub-lists and resources with low LRR’s and RRI’s,
respectively, are not included into the table.

For construction of the corresponding probabilistic graph
we processed more than 10,000 DT violation events registered
during the monitoring and surveillance of this online banking
company’s infrastructure for approximately two months.
Based on the historical RC lists derived from the correlation
graph, we were able to produce the right recommendation for
problem localization at the time of system outage with high
number of alarming resources reported by our DT engine.

TABKE Il. RECOMMENDATION LIST WITH TWO SuB-LISTS.

LRR RESOURCE | RRI IMPACTED
ID RESOURCES
100 8 100 9,7, ...
7 85.09 9, ...
9 84.82 8,7, ...
67.4 5 100 6, ...
6 80.86

The recommendation lists can be consecutively refined via
a user feedback option of the technology. The algorithms
shown above can be extended to incorporate user feedback
information into the strategy to arrive at a better convergent
solution of the recommendation list. This can be accomplished



by asking the user a set of questions and appropriately
modifying the algorithm with the user response. According to
the answers, we assign different scores to the resources in
recommendation lists to use in further computations.

The question that arises in using a purely data agnostic and
statistical analysis is, will the convergence of the answers to the
actual RC be fast enough?

To accelerate the convergence, a user feedback mechanism
is also incorporated which allows the algorithm to test the
validity of its recommendation and improve its future recom-
mendations. In general, the convergence rate is proportional to
the RRI deviation of the desirable recommendation against the
top recommendation.

In the same feedback context, further experimental insights
can be achieved by monitoring and collecting statistics from
the user on his/her satisfaction in RC recommendations in
everyday issues that are not necessarily serious system
breakdowns.

VIIl. CONCLUSIONS

We introduced a new model of statistical inference for
management of complex IT infrastructures based on their
anomaly events data obtained from an intelligent monitoring
engine. We demonstrated the components of the relevant
prototyped module AECE that employs a directed virtual
graph showing relationships and conditional probabilities
between event pairs. An information-theoretic processing of
this graph allows us to reliably predict the root causes of
problems in IT systems. This technique was successfully
applied to a number of data sets from real business
environments running on huge IT infrastructures. The
approach is also capable of identifying bottlenecks of network
performance and evaluating risk of black swan type events
along with several other critical patterns.
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